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CYBER-SECURITY

Today we find ourselves more interconnected
than any time in our history. Our technologies in
both the workplace and at home place us within a
truly global community. And yet, for all the ad-
vantages, our growing reliance and dependence
on modern technologies leave us all vulnerable to
abuse, theft, and fraud; as well as network security
breaches, phishing, and social media fraud.

We all can reduce our vulnerability to such nega-
tive experiences by making Cyber-Security a part
of our daily lives. Cyber-Security is a shared re-
sponsibility, and each of us has our role to play in
making our home and work environments safer and
more secure.

With the holiday season upon us, please use cau-
tion when making donations, visiting websites, and
clicking on links in email to find the delivery status
of packages. Fraudulent solicitations can originate
from e-mail, websites, door-to-door collections,

BE PREPARED

Wear several layers of loose
fitting, lightweight, warm cloth-
ing rather than one layer of
heavy clothing. The outer layer
should be tightly woven and
water repellent.

Wear a hat.

Wear mittens, which are warm-
er than gloves.

Cover your mouth with a scarf
to protect your lungs.

Place a winter emergency kit
in each car that includes:

e Water and snack food

Windshield scraper/
brush

Flashlight

Jumper cables

Shovel

Road salt/sand

Tow strap/rope/chains
Wool blankets

Candle & matches

Extra socks, mittens, and
other warm clothing

Emergency flares
Fluorescent distress flag

First aid kit with any
necessary medications

Emergency radio

flyers, mailings, telephone calls, and other similar
methods. Malicious software can be downloaded
by clicking on links in email, visiting infected
breaking news sites, or delivery status sites. If you
would like to donate money to an organization
please visit trusted websites by directly typing in
the URL (such as redcross.org or salvationar-
my.org) in order to reduce your risk to malicious
downloads. If you need to check the delivery status
of a package, please visit the website directly by
typing in the URL (such as FexEx.com, DHL.com, or
USPS.com), and entering the tracking number us-
ing their website.

Numerous newsletters and other useful security
information can be found on the
http://itsecurity.wi.gov website.

MITCHELL FIELD FIRE DEPARTMENT

On September 13, 2013, it was announced that the
Mitchell Field Fire Department was recommended for
national accreditation. If the recommendation is
approved by the National Council in March of 2014, the
fire department will complete a truly significant
accomplishment. Acquiring national accreditation was
directed DOD-wide in 2000. If approved, they will
become only the 35th DOD fire department to achieve
this level and will be the only Air National Guard Fire
Department to be accredited. On top of that, only about
200 fire departments have been accredited worldwide.
The Mitchell Field Fire Department is in truly elite
company in achieving this recommendation for
accreditation, and the Fire Chief and his Department
should be exceptionally proud!

INCLEMENT WEATHER

State employees are reminded
that procedures have been estab-
lished concerning treatment of
work time that might be lost due
to severe weather conditions.

State offices may be closed to
the public due to inclement
weather, but they will not be
closed to state employees unless
specifically ordered by the Gov-
ernor. When offices are closed to
the public, employees will be
allowed to leave early or not re-
port to work as provided for un-
der their personnel rules. Any
lost time should be accounted for
in accordance with the applica-
ble agreements and rules. Gen-
erally, employees must work, use
paid leave (excluding sick
leave), make arrangements with
their supervisor to make up the
lost time (normally must be with-
in the same work week as when
the time was lost), or use leave
without pay (subject to Federal
Fair Labor Standards Act).

If the Governor closes state
offices to the public and employ-
ees, it will be clearly stated in the
Governor’s order and any press
release. In such cases, employ-
ees should refer to the appropri-
ate personnel rules regarding
time off.

CHECK YOUR
MAILING ADDRESS

Your address is used for a num-
ber of very important items such
as your health insurance, ETF
retirement benefits, and the W-2
mailing in January. If you notice
that the address on your check/
advice stub still shows where you
previously lived, or is incorrect,
please notify DMA Payroll for the
appropriate paperwork so that
your mail follows you!




WINTER LESSONS:
HOW TO WALK ON ICE

Normally, when we walk, our legs' ability to support our %5 Il Towalk on ice, keep
weight is split mid-stride . your center of gravity

4 Walking this way on ice forces each leg to support the over your front leg

weight of the body at an angle that is not perpendicular

F One animal that has
to the surface of the ice, resulting in a nasty fall )

fiqured this out is a
penguin. Think of
yourself as a penguin
and you'll be all right

ft your center-of-gravity over your front facing foot instead of splitting it evenly between your
easily walk across icy surfaces without falling quite so much. Penguins have figured this ou
0 live in areas covered by ice for weeks each year.

e Length of Service Milestones for 4th Quarter 2013

VACATION CARRY
\. Kasten Mitchell Field - Base Civil Engineering 40 Years

Boodry State Human Resources 35 Years Remember to use your Per
30 Years day and Saturday/Lega

hours (as applicable) by
31, 2013, so you don't lose
includes employees on
Under most circumstance
ees may carry over up to 4
annual leave into 2014 but
used by June 30th or will
ed. Up to 40 hours of a

for eligible employees wil
. Ninedorf State Human Resources 10 Years cally carryover into 2014.

M. Deruyter Directorate of Instillations Management - Area 5
J. Sampson Volk Field - Civil Engineering Maintenance 25 Years
n E. Kupczyk Directorate of Instillations Management - Area 4 20 Years
auterbach J4 Area 2 Superintendent 20 Years
. Lubcke Wisconsin Emergency Management 20 Years
. Blum Challenge Academy 15 Years
M. Donovan Volk Field - Civil Engineering Maintenance 10 Years
France Wisconsin Emergency Management 10 Years
>. Moser Volk Field - Civil Engineering Maintenance 10 Years

J. O'Connor Wisconsin Emergency Management 10 Years Rescue employees (beca

3. Mullenberg Challenge Academy 5 Years 56-hour work week) will a

. Rennert Truax Field - Base Civil Engineering 5 Years ly carry over up to 56 hour:

" leave, to be used by June
forfeited.

INATION/SABBATICAL LEAVE Happy Holidays

eligible employees who chose to convert Your SHR Staff
acation to term/sabbatical leave and/or
B that you will fivst see the Tom Sandine Human Resources Specialist - Sr.

deducted as “used” before you see it Steve Janisch Human Resources Specialist - Sr.

» your term/sabbatical account. If you pisaCarlson  Payroll & Benefits Spec. - Adv.
receive a cash payout, it will be on your Candiss Feiler Payroll & Benefits Spec.

ted December 26, 2013. Tracie Ninedorf Risk Management Officer
Eric Learn Human Resources Assistant

Lynn Boodry Human Resources Director
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